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Introduction 

Objective 

The Security Insurance Plan, hereafter designated in this document as SIP, describes Hector 

Inc. commitment to data and application security that are hosted on their provider’s platform, 

Microsoft Azure. 

Perimeter 

SIP applies to all the services supplied to our clients and are mainly shown hereafter:  

 

● Asset management application developed by Hector (SaaS mode) 

● API (Application Programming Interface) 

● Mobile Application available both in the Apple and Google Play Stores  

● External backups (SaaS mode) 

● Activity Recovery Plan (ARP) 

● Server and application hosting 

 

The Teams 

Hector and its team will supply to their clients hosting services and applications through its 

SaaS infrastructure. The teams are permanent employees of the company. The main activities 

of the team are as follows:  

 

● Manage and update the infrastructure. 

● Implement new hosts for SaaS applications sold to our clients. 

● Ensuring operational and administration services. 

● Ensuring technical assistance to our clients. 
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Reference Documents 

GSC : General Service Conditions 

Particular conditions such as: 

● Particular Hosting Conditions 

● Particular Conditions with regards to SaaS Services 

● Particular Service Conditions 

 

The complete set of documents are available on our website: hectorassetmanager.com/ 

 

Rules and regulations regarding the Protection of Personal Data:   

● Act n°78- 17 dated January 6, 1978 regarding computer science, files and liberties, 

modified by Act n° 2018-493 dated June 20, 2018. 

● General Rules on Data Protection (RGPD) 

● The Personal Information Protection and Electronic Documents Act (PIPEDA), dated 

April 13, 2000 
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Challenges and Objectives 

Challenges 

The security of the host provider and the Hector information systems are an essential 

component for the protection of Hector’s interests as well as those of its clients.  

 

Therefore, it is imperative that a Security Policy be in place for the Information Systems, and 

that this policy takes into consideration the main risks incurred and identified:   

● Risk of unavailability of information, applications and processing systems.  

● Risk of disclosure and/or loss of confidentiality, whether accidental or voluntary, of the 

information given to us by our clients for which we act as a subcontractor.   

● Risk of alterations or loss of integrity that our clients may experience due to a loss of 

information. 

 

The objectives for the implementation of the System Information Security Policy are:   

● Improve and formalize the security management of our host provider.    

● Provide an extension of actual services by proposing host services on a public Cloud, for 

example, Azure offered by Microsoft already certified ISO 27001.  

● Extend all good practices to services provided by Hector.   

● Ensure that Hector respects its legal obligations regarding its management of Personal 

Data (Act on Computer and Liberties for USA, RGPD for Europe, PIPEDA for Canada), 

and that Hector be able to provide evidence thereof to its clients to whom they intervene 

as subcontractor.   

● Create a security culture within the Hector team and extend this culture to its vendors 

and customers.  
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Risk Management 

The Hector Information Security Unit ensures that the risks to any information security breach 

that may result in an unacceptable service disruption for its customers be continuously 

managed.  

 

The selection of the host provider, Microsoft Azure, for hosting the clients’ data was done 

following a deep analysis of service providers, certification of their data centers, that their data 

centers be located at several key geographical locations, and that their security culture be 

exceptional.   

 

This risk analysis gave way to the implementation of an evolving action plan of their security 

measures. 

Information System Security Policy 

In order to conform to its regulatory obligations, to improve its processes, to permanently 

integrate the aspect of information security, and thereby improving the practices of all technical 

teams, Hector Inc. updates its Security Policy (PSSI) annually. 

 

This policy was implemented in 2019 when the company was founded and is regularly reviewed 

based on the security standards of ISO 27001 and ISO 27002, and is completely integrated in 

the company.  

 

The Information Security Unit (ISU) is responsible for the security of customer’s data and that 

the security policies of the company are applied on a day to day basis to ensure that PSSI 

respects their legal obligations regarding the Protection of Personal Data.  

 

The PSSI is distributed to everyone involved and Hector Inc. implements all necessary training 

and information that is required for comprehension purposes, for its implementation and for its 

compliance.  
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The PSSI is an internal and confidential document of Hector Inc. The Security Insurance Plan 

(SIP) includes the information in PSSI, is communicable to clients, thereby facilitating its being 

read and understood. 
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Information Security Organization 

Organization 

Every employee has a job description that includes their mission, their position within Hector 

Inc., their main activities and the knowledge and know-how that they must master in order to 

properly perform their missions. 

 

The security is reviewed:   

● At a minimum once a year during a strategic management review dedicated to security 

by the management committee of the company.  

● At a minimum, once a month at an operational level.  

 

The department heads are responsible for conformity to the actual PSSI by their teams.  

Supervision 

Hector Inc. ensures that its providers and internal teams uphold the highest standards of 

security supervision. Providers are vetted for their security expertise and required to be 

compliant with industry best practices and contractual requirements. Audits and workshops are 

conducted to ensure that both internal staff and external partners stay informed of the latest 

security threats, applicable standards, and necessary procedural improvements.  

Risk Management of Projects 

Hector Inc.’s project methodology integrates a risk management component for every new 

project and significant change. Project teams must assess, document, and mitigate potential 

risks to information security, privacy, and operational resilience from the design stage through 

implementation. Risk assessments are updated throughout the project lifecycle to address new 

or evolving threats and ensure controls remain effective. Project managers must involve the 

security team and ensure that risk treatment plans comply with Hector’s legal, contractual, and 

regulatory obligations. 
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Mobility and Work at Home 

Remote work at Hector Inc. is permitted under strict security measures to safeguard sensitive 

data. Access to company information systems when working from home or other off-site 

locations is restricted to devices that are owned, managed, and monitored by Hector. These 

devices must comply with company security configurations, including up-to-date encryption, 

endpoint protection, and multifactor authentication. Employees are prohibited from accessing 

corporate data using personal or unsecured devices. Compliance is enforced through audits, 

device checks, and remote management tools, ensuring that remote work arrangements align 

with Hector’s data protection obligations and regulatory requirements. 
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Information Classification and Handling 

Hector Inc. maintains an information classification scheme designed to safeguard all company 

and client information according to its sensitivity and criticality.  

 

Information is classified into defined levels, such as Public, Internal, Confidential, and 

Restricted, each with corresponding handling, access, storage, and disposal requirements. All 

employees and contractors must ensure that information is labeled correctly and handled only 

by authorized individuals with a legitimate business need.  

 

Data classified as Confidential or Restricted must be encrypted both at rest and in transit, with 

strict access controls enforced. Physical copies of sensitive information must be stored securely 

and disposed of through certified destruction processes when no longer needed.  

 

Audits are conducted to verify adherence to classification and handling policies, ensuring 

compliance with relevant privacy laws such as GDPR, PIPEDA, and applicable industry 

standards. 

Security of Human Resources 

Hiring 

All new hires at Hector Inc. undergo a structured onboarding and security screening process 

that includes identity verification, background checks where permitted by law, and signing of a 

confidentiality and acceptable use agreement. The orientation program covers Hector’s security 

policies, incident reporting procedures, and legal obligations under privacy frameworks such as 

GDPR and PIPEDA. Access to sensitive information and systems is strictly limited during 

probationary periods and granted incrementally based on role-specific needs and satisfactory 

completion of training milestones. These measures ensure that new employees are properly 

vetted and equipped to protect client and company data from the start of their employment. 

Confidentiality 

Each employee must sign a confidentiality and non-disclosure agreement included in their work 

contract.  
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Each employee acquires knowledge of the IT charter, signs, complies to and makes others 

comply with the charter.  This charter also references confidentiality obligations, and defines the 

good use of the computer and encryption resources at their disposal.  

Security Awareness 

Hector Inc. recognizes that human error is one of the greatest risks to information security and 

therefore mandates a robust and continuous security awareness program.  

 

All employees, contractors, and relevant third parties must complete security awareness training 

during onboarding and participate in refresher sessions monthly, with additional targeted training 

provided when required by emerging threats or regulatory changes. The program covers 

Hector’s policies, applicable laws, secure data handling practices, phishing awareness, social 

engineering tactics, incident reporting obligations, and guidance on how to protect both 

company and client information.  

 

Attendance is tracked and documented for audit purposes. The effectiveness of the security 

awareness program is regularly evaluated through phishing simulations, tests, and employee 

feedback to ensure Hector’s workforce remains vigilant and capable of recognizing and 

mitigating security risks. 

Skills and Training 

Hector Inc. maintains a continuous training and skills development program for all employees, 

focused on enhancing security awareness and role-specific competencies. Department heads 

are responsible for identifying training requirements for their teams, consulting with HR to 

incorporate them into an annual training plan, and ensuring timely completion. Training covers 

secure data handling, threat detection, and new technologies relevant to employees’ roles. 

Completion of mandatory training is tracked and audited regularly to demonstrate compliance 

with internal policies, client contracts, and applicable legal standards for safeguarding 

information. 
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Departures 

Hector Inc. enforces a formal offboarding process for all employee and contractor departures to 

minimize the risk of unauthorized access to company systems and data. This process includes 

timely revocation of all physical and digital access rights, recovery of company assets, and 

secure transfer or disposal of any data in the departing individual’s possession. Departing 

personnel are reminded of their continuing confidentiality obligations and must sign relevant 

acknowledgments when applicable. All offboarding actions are documented to support audit 

readiness and demonstrate Hector’s compliance with privacy and data security requirements. 
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Asset Management 

Asset inventory and identification 

Hector Inc. maintains a complete, up-to-date inventory of all physical and digital assets used 

within the organization, including hardware, software, and data storage media. Each asset is 

uniquely identified and tagged, with ownership and usage tracked through the company’s asset 

management system. Periodic reconciliations and audits verify that asset records are accurate 

and that assets are appropriately secured, maintained, and disposed of in compliance with 

Hector’s internal controls and applicable legal requirements for data protection and 

confidentiality. 

Removable Support Management 

To mitigate risks related to data leakage and unauthorized software installation, Hector Inc. 

prohibits the use of removable storage devices such as USB drives during administration and 

operation of client host environments. Technical teams are trained and obligated to comply with 

this restriction. Exceptions must be formally documented, approved by the security team, and 

encrypted using company-approved protocols. Compliance is verified through periodic 

workstation inspections and system monitoring, ensuring alignment with Hector’s security 

standards and regulatory data protection obligations.   

Asset disposal 

All physical assets and storage media containing sensitive or confidential information are 

subject to disposal procedures. Before disposal, such assets are securely wiped, or physically 

destroyed in accordance with recognized standards. When disposal involves third parties, 

Hector requires documented proof of secure destruction. Hard drives sent back to 

manufacturers under warranty are tracked, and written confirmation of secure disposal is 

obtained. These measures ensure compliance with data retention policies, privacy laws, and 

contractual commitments. 

Acceptable Use Policy 

Hector’s Acceptable Use Policy (AUP) sets forth detailed guidelines governing the proper use of 

all company-provided information systems, devices, networks, and digital resources. Employees 
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and contractors are expected to use these resources solely for legitimate, authorized business 

activities and must refrain from engaging in any behavior that may compromise the security, 

integrity, or performance of Hector’s infrastructure.  

 

Prohibited activities include but are not limited to: accessing unauthorized systems or data, 

installing unapproved or pirated software, disabling security controls, engaging in illegal or 

unethical activities, and using company systems for personal gain or non-business-related 

purposes that could pose security risks.  

 

Violations of the AUP are taken seriously and may result in disciplinary action, including 

termination of employment or contractual agreements. All users must acknowledge their 

understanding of the AUP in writing, and periodic reviews ensure that the policy remains 

up-to-date with legal, contractual, and regulatory requirements. 

 

Mobile Device Policy 

To address the heightened risks associated with mobile computing, Hector’s Mobile Device 

Policy mandates strict security controls for any mobile devices used to access corporate 

networks or handle client data. All mobile devices—including smartphones, tablets, and 

laptops—must be company-approved, enrolled in Hector’s mobile device management (MDM) 

platform, and configured with enforced encryption, secure PINs or biometrics, and remote lock 

and wipe capabilities.  

 

Lost or stolen devices must be reported immediately to IT Security so that appropriate 

measures, such as remote wiping, can be taken to prevent data breaches. Employees are 

prohibited from rooting, jailbreaking, or circumventing security controls on company-owned 

devices. Access to corporate resources via mobile devices is limited to secure, encrypted 

connections. Compliance with the Mobile Device Policy is monitored through regular device 

audits and technical controls, supporting Hector’s broader obligations to protect client data and 

comply with applicable data protection laws. 
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Unauthorized Software 

To maintain system integrity and prevent security breaches, Hector strictly prohibits the 

installation or use of any unauthorized or unlicensed software on company-managed devices 

and systems. All software must be approved by the IT department prior to deployment to ensure 

it aligns with Hector’s security requirements and does not introduce vulnerabilities or legal risks.  

 

Employees are expressly forbidden from downloading or using freeware, shareware, or other 

third-party applications unless they have received prior written approval from IT Security. 

Unauthorized software detected during periodic audits will be removed immediately, and 

non-compliance may lead to disciplinary measures. This policy helps Hector maintain 

compliance with software licensing agreements, reduce the risk of malware infections, and 

demonstrate due diligence under contractual and legal obligations for safeguarding company 

and client information. 
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Access Control 

Password Policy 

Hector’s password policy is formally documented within its internal PSSI (Politique de Sécurité 

du Système d'Information) and is aligned with recognized industry standards and best practices 

for identity and access management. All users must create complex passwords that meet 

defined criteria, including minimum length, use of upper and lowercase letters, numbers, and 

special characters. Passwords must be changed regularly and are not to be reused across 

systems. Multifactor authentication (MFA) is enforced where applicable, particularly for 

administrative accounts and access to sensitive data. The password policy is reviewed 

periodically to ensure continued compliance with evolving security requirements and to adapt to 

emerging threats. 

Access Rights Management 

Permanent employees of Hector are granted individual user accounts with the appropriate level 

of access required for their roles. Access to host environments is tightly controlled and managed 

by the dedicated security team through intermediary administrative accounts that are restricted 

to only the permissions necessary to perform essential tasks. These accounts are monitored 

and audited regularly to ensure accountability. When temporary access is required by other 

technical personnel—such as for maintenance, development, or incident response—access is 

granted only for the duration of the specific task or assignment and is revoked immediately upon 

completion. 

Review of Access Rights 

Access rights to all systems and platforms managed by Hector Inc. are reviewed on a regular 

basis to ensure that only authorized personnel maintain the necessary privileges. At a minimum, 

a comprehensive review of administrative access is conducted annually by the security and 

compliance teams. This review involves validating current access against job responsibilities, 

ensuring that former employees or contractors no longer have active accounts, and 

documenting any necessary changes. Any discrepancies or unauthorized access are promptly 

addressed in accordance with internal security procedures. 

 

hectorassetmanager.com 

2960 Bd Laurier #500, Québec, QC G1V 4S1 

https://hectorassetmanager.com


 

Remote Access Controls 

Hector’s Remote Access Controls ensure that only authorized individuals can securely connect 

to the company’s network and systems from external locations. Remote access is granted 

strictly on a need-to-know basis and must be authorized by management. Approved users must 

connect using company-approved devices configured with up-to-date security software and 

must authenticate through multifactor authentication (MFA).  

 

When required, secure VPN connections with strong encryption protocols are mandatory to 

protect data in transit. All remote sessions are logged and monitored for unusual activity, with 

automatic timeouts enforced to reduce the risk of unattended access. Contractors or third-party 

vendors who require remote access must sign binding agreements to comply with Hector’s 

security policies and may be subject to additional access restrictions. Regular audits of remote 

access logs are conducted to verify adherence to policy and detect any unauthorized 

connections, fulfilling Hector’s compliance requirements under privacy and data security 

frameworks. 

Privileged Account management 

Privileged Account Management at Hector is designed to minimize the risks associated with 

elevated system access. Privileged accounts—including administrator, root, and service 

accounts—are granted only when absolutely necessary and are limited to specific personnel 

whose roles require such access. All privileged accounts must utilize unique, strong passwords 

that are rotated regularly, and multifactor authentication is mandatory. Privileged sessions are 

logged and monitored in real-time to detect suspicious or unauthorized activities.  

 

Access reviews are conducted quarterly to ensure that privileges remain appropriate and that 

any unnecessary or dormant accounts are promptly deactivated. Segregation of duties is 

enforced to prevent conflicts of interest and reduce the risk of misuse. Any violations of 

privileged account policies are subject to investigation and corrective action. These measures 

collectively help Hector meet its obligations under applicable industry standards and regulatory 

requirements for securing critical systems and sensitive data. 
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Cryptography 

Data Transfer 

All data transfers to Hector’s external hosting providers, including Microsoft Azure, are 

conducted over secure Virtual Private Network (VPN) connections. These VPNs ensure that 

data is transmitted through encrypted tunnels, protecting it from interception or unauthorized 

access during transit. In the event that confidential or sensitive data must be transferred outside 

of the corporate environment—for example, via email or to a removable medium—such data 

must be encrypted using approved encryption protocols. This requirement is strictly enforced to 

comply with internal security policies and current regulatory standards in effect at the time. All 

transfers are subject to Hector's data classification guidelines to determine the appropriate 

handling procedures. 

Encryption 

To safeguard sensitive information both at rest and in transit, Hector's technical teams rely on 

advanced encryption technologies. Standard operating procedures require the use of encryption 

software based on the AES 256-bit algorithm, which is widely recognized as one of the most 

secure and reliable encryption methods in the industry. AES256 is employed for encrypting data 

stored on servers, backup media, and sensitive configuration files, ensuring that even in the 

event of unauthorized access, the information remains unreadable and secure. 

Certificates 

All digital certificates used by Hector’s technical teams are issued by publicly trusted and widely 

recognized Certificate Authorities (CAs). The organization currently uses Let’s Encrypt, which 

provides free, automated, and secure TLS/SSL certificates to enable encrypted HTTPS 

communication across all web services and APIs. These certificates are regularly renewed and 

monitored to prevent expiration or misconfiguration, ensuring continuous protection of 

communications and data exchange over the internet. 

Nomadic Workstations 
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The laptops used by Hector’s technical personnel—referred to as nomadic workstations—are 

equipped with full-disk encryption to protect against data loss or theft. BitLocker is employed on 

all such devices to encrypt the entire hard drive. This ensures that in the event of physical loss 

or theft of a device, unauthorized individuals are unable to access its contents. In addition, all 

nomadic workstations are required to use strong startup PINs and are enrolled in remote device 

management systems to support real-time security monitoring and remote wiping capabilities if 

necessary. 

Physical and Environment Security 

Hosting & Data Locations 

All customer data hosted by Hector is stored securely off-premises using Microsoft Azure cloud 

infrastructure. Microsoft Azure employs industry-leading best practices to protect its global data 

centers, including multi-layered physical security controls, 24/7 surveillance, biometric access 

controls, and strict personnel access protocols. Data centers are designed to meet a broad set 

of international compliance standards such as ISO 27001, SOC TYPE 1/2/3, HIPAA and 

FedRAMP, ensuring the highest level of physical and environmental protection for hosted data. 

 

At Hector’s corporate offices, physical access is strictly controlled. Visitors must sign in at 

reception upon arrival and provide their name, date of entry, and time of departure in a visitor 

registry. Access to the office premises is secured using smart lock technology, and only 

authorized employees are issued credentials to unlock and enter the building. These measures 

ensure that sensitive information and systems within our offices remain protected against 

unauthorized physical access. 

 

Please see ANNEXE A for hosting and data center location information as this information 

varies based on the country and regulations of the customer. 
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Operational Security 

Operational Procedures 

Hector documents all its activities; operational procedures are documented, updated and 

regularly audited. 

Virus/Malware 

Hector Inc. does not have an internal computer network. All work executed by its employees is 

done through the Google Workspace Cloud suite. Access to Google Workspace is secured by 

security practices described in the Access Control section. Each workstation is equipped with a 

software suite against malware. The availability of updates is verified daily, are automatically 

uploaded and distributed to the equipment. 

 

Employees have the latest antivirus software installed on their workstations. There is a central 

management console that oversees the status of each endpoint, vulnerabilities and allows the 

company to ensure there are no active threats in its environment. 

 

Supervision and the centralized administration console immediately detect any anomalies 

(updates not distributed, infections, threats etc.) and allow the security team to take action with 

the employees to resolve incidents.. 

Backups 

Daily backups of client data are performed to ensure business continuity and data availability. 

Backups are stored securely, with copies held by an independent cloud provider to provide 

geographic and infrastructural redundancy. Retention periods are defined by service plans and 

contractual obligations, and all backup procedures include encryption to protect data at rest and 

in transit. Access to backup data is tightly controlled and monitored, and restoration tests are 

conducted periodically to confirm the integrity and recoverability of stored data, demonstrating 

Hector’s compliance with regulatory and client-specific requirements. 
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Recovery Tests 

To maintain operational resilience, recovery tests are performed on backup systems on a 

weekly basis. These tests simulate various disaster scenarios to validate the integrity, 

completeness, and effectiveness of backup data and recovery procedures. Any identified 

weaknesses are addressed immediately through corrective actions and updated protocols. By 

performing regular recovery tests, Hector ensures that critical data can be restored quickly and 

reliably in the event of a security incident, hardware failure, or other business disruption, fulfilling 

its commitments under applicable business continuity and data protection standards. 

Supervision 

Services, communication channels, and all critical infrastructure components are continuously 

monitored using automated tools and manual oversight to detect anomalies, potential threats, or 

any indicators of service degradation. Alerts are configured with strict thresholds to ensure that 

the appropriate operational and security teams are notified immediately when predefined 

conditions are met. This proactive monitoring framework allows employees to respond swiftly to 

incidents, minimize disruption, and uphold its commitments under applicable contractual, 

regulatory, and service-level agreements. Regular reviews of monitoring processes and alert 

settings are conducted to ensure their effectiveness and alignment with evolving industry 

standards and client expectations. 

System Hardening and baseline 

To ensure that all systems operate in a secure state, Hector enforces system hardening and 

baseline configuration standards across its IT infrastructure. These standards include disabling 

unnecessary services and ports, removing default accounts and passwords, applying security 

patches, and configuring firewalls and antivirus software according to best practices. Baselines 

are established for each system type, and any deviation from the approved configuration must 

be documented, justified, and approved by IT Security.  

 

Periodic vulnerability scans and configuration audits are conducted to verify that systems 

remain compliant with the established baselines. When vulnerabilities are identified, remediation 

steps are prioritized based on risk level and addressed in accordance with Hector’s incident 

management procedures. By maintaining hardened systems aligned with industry-recognized 
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frameworks such as ISO 27001, Hector demonstrates its commitment to minimizing attack 

surfaces and complying with legal and contractual security obligations. 

Change Management 

Hector’s Change Management Policy establishes a formal process to plan, review, approve, 

implement, and document all changes to information systems, applications, and network 

infrastructure. This process ensures that modifications are evaluated for potential security, 

operational, and compliance impacts before implementation. All proposed changes must include 

a risk assessment, rollback plan, and designated approvers, and must be tested in a controlled 

environment whenever possible. Emergency changes are permitted only under defined 

circumstances and must be documented and reviewed retrospectively. Change implementation 

must be scheduled to minimize disruption to business operations and must be communicated to 

relevant stakeholders. Post-change reviews assess whether changes met their objectives 

without introducing unintended vulnerabilities or compliance gaps. The Change Management 

Policy aligns with Hector’s commitment to maintaining a secure, stable environment while 

fulfilling its legal and contractual obligations to protect client and company information. 

Patch Management 

Hector employs a proactive Patch Management Program to mitigate security vulnerabilities 

across operating systems, applications, and third-party software components. All systems are 

inventoried and prioritized based on criticality and exposure. Security patches are evaluated, 

tested in a staging environment, and deployed according to defined timeframes based on the 

severity of known vulnerabilities—typically within 30 days for critical patches and immediately for 

zero-day exploits.  

 

Automated tools are used to track patch deployment status, and compliance reports are 

generated to demonstrate adherence to policy requirements. Any deviations or failures are 

promptly investigated and remediated to prevent exploitation. Hector’s Patch Management 

Program ensures continuous alignment with industry best practices, client contractual 

commitments, and regulatory mandates that require timely mitigation of security risks. 
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System Update Management 

Hector Inc. manages system updates through a process that prioritizes critical and 

security-related updates. Updates are first deployed to pilot groups for testing and validation to 

ensure compatibility and prevent disruptions. Once confirmed, updates are rolled out 

systematically to all production systems, with defined timeframes for completion based on 

severity and compliance requirements. Any deviations from standard update procedures must 

be documented, approved, and mitigated promptly. This disciplined approach to system updates 

ensures that vulnerabilities are addressed proactively and that Hector’s infrastructure remains 

compliant with contractual, regulatory, and industry standards. 

Application Update Management 

All updates to Hector’s applications, including patches, new features, and security 

enhancements, undergo testing and quality control before deployment to production 

environments. Critical updates are prioritized and deployed as soon as validation is complete to 

reduce the risk of security incidents or service disruptions.  

 

Regular updates are scheduled and communicated to stakeholders, ensuring minimal impact on 

client operations. Post-update reviews are conducted to confirm that updates function as 

intended and do not introduce new vulnerabilities. 

System Logging/Monitoring 

Hector Inc. maintains robust and comprehensive system logging and monitoring tools to ensure 

the continuous protection of its information systems and to fulfill its obligations under applicable 

laws, industry standards, and contractual requirements. All critical systems, applications, and 

network devices generate detailed logs that capture user activity, administrative actions, access 

attempts, configuration changes, and security events. These logs are transmitted to a 

centralized, secure logging infrastructure that is protected against unauthorized access, 

tampering, or deletion.  

 

Automated monitoring tools analyze log data for indicators of compromise, policy violations, or 

abnormal behavior, generating alerts for the Security Operations Team to investigate promptly. 

Log data is retained for a period consistent with regulatory and contractual obligations, 

supporting forensic investigations and compliance audits when required. Regular reviews, 
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correlation analyses, and log integrity checks are conducted to ensure the accuracy, 

completeness, and reliability of all collected information. Through logging and proactive 

monitoring, Hector demonstrates its commitment to early threat detection, accountability, and 

the ongoing protection of client and company data.  
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Communication Security 

Technical Architecture 

Hector Inc. maintains a secure and resilient technical architecture to protect the confidentiality, 

integrity, and availability of its services. Dedicated links with strict access controls based on 

verified MAC and IP addresses are used for internal management of the hosting platform. In 

case of primary link failure, secure backup access through Microsoft Azure’s cloud environment 

is available to maintain continuity of operations. Network segmentation, layered defenses, and 

regular architecture reviews ensure that the design remains robust against evolving threats and 

compliant with industry standards such as ISO 27001 and relevant data protection laws. 

Firewall 

Hector Inc. deploys a combination of hardware and software firewalls to protect its host 

platforms and SaaS applications against unauthorized access and network-based threats. 

Firewall configurations are aligned with industry best practices and are subject to reviews and 

updates to adapt to emerging threats and changes in the network environment. Intrusion 

detection and prevention capabilities are integrated to monitor and block suspicious traffic in real 

time. All firewall changes are documented and authorized according to the company’s change 

management policy to maintain compliance with legal and contractual security obligations. 

Intrusion/Protection Detection 

All access connections to the platform are analyzed to identify and block abnormal flow and 

malware programs. 

 

Intrusion tests are done every month to detect any vulnerabilities. Critical vulnerabilities are 

treated on the same workday of their detection. Severe vulnerabilities are repaired during the 

week following their detection.  
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Development and Maintenance 

Software Development Life Cycle 

Hector Inc. maintains a formal Secure Software Development Life Cycle designed to ensure that 

security and compliance are integrated into the different phases of software development 

including design, development, and deployment.  

 

Security requirements are defined at the project’s outset, aligning with relevant data protection 

laws, contractual obligations, and industry best practices.  

 

During the design phase, risk assessments identify potential vulnerabilities, enabling developers 

to incorporate effective safeguards early. All developers are required to complete periodic 

secure coding and application security training to stay current with evolving threats, secure 

coding practices, and compliance obligations.  

 

Hector’s development teams follow secure coding guidelines, leverage vetted open-source 

components, and use automated tools for static application security testing throughout the 

coding phase. Peer code reviews and secure configuration management are necessary to 

detect and remediate issues early.  

 

Hector employs secure, automated Continuous Integration/Continuous Deployment (CI/CD) 

pipelines before any code is deployed to production environments. Before release, applications 

undergo testing, including vulnerability assessments and penetration testing by qualified 

third-party assessors. Any identified issues are prioritized, remediated, and retested.  

 

Post-deployment, applications are monitored and maintained through an established patching 

and change management process. By embedding security, training, and automated safeguards 

into its development workflows, Hector ensures that its software meets the highest standards for 

confidentiality, integrity, and regulatory compliance. 

Relation with Providers 

Subcontractors are brought in to intervene on a host provider and may come:  
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● From the owner of the data centers 

 

Relations between these subcontractors and Hector conform to the requirements of the 

protection of personal information and take into consideration all security aspects. 

 

All subcontractor interventions are tracked and must comply with procedures, especially those 

with regards to access rights assignments.  
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Management of Information Security Incidents 

Security Incidents 

Every incident actor and host provider, user or administrator, Hector Inc. or subcontractor, 

Client, is aware of the importance of signaling all real or suspected incidents. This includes theft 

of computer methods or data support. 

 

Signaling and registering incidents are systematic. Clients do it using a Hector Inc. ticketing tool, 

internal users follow a procedure in place. This procedure describes increases and people to 

alert according to the gravity of the incident. 

 

Statistical data regarding incident management are integrated in the SI security dashboard.  

 

A violation-type incident of Personal Data must conform to RGPD (Europe), HIPAA (USA), 

PIPEDA (Canada) obligations; it may require notification to the authorities.   

Crisis Management 

The crisis management plan integrates computer risks as well as potential threats to the 

information systems (IS) and the host provider’s infrastructure. This plan outlines clear roles and 

responsibilities, escalation paths, and predefined procedures for responding to various types of 

crises, including cybersecurity breaches, major service outages, and natural disasters that may 

impact data centers or operations. Regular drills are conducted to test the plan’s effectiveness 

and ensure that all stakeholders understand their duties during a crisis. Detailed post-incident 

reviews are performed to identify root causes, implement corrective actions, and strengthen 

resilience. 

Conformance Management 

ISO 27001: Hector’s data center provider is certified for security management according to the 

standards of ISO 27001 and ISO 27002, suppliers of host services and SaaS application, and 

for the provision of services to all the clients.   
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Personal Data: The Delegate for the Protection of Personal Data is the Hector Inc. guarantor of 

conformance to their obligations. The employee may be reached at the following address: 

privacy@hectorassetmanager.com. 

 

Commitment and Review 

Hector Inc. remains fully committed to maintaining the highest standards of information security, 

privacy protection, and regulatory compliance across all operations, systems, and services. This 

Security Insurance Plan is reviewed and updated regularly to reflect evolving risks, legal 

requirements, industry best practices, and client expectations. All employees, contractors, and 

relevant third parties are expected to adhere strictly to the policies and procedures outlined 

herein. 
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